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Detailed Setup process (PC/Laptop)

The process and screenshots in this guide were taken on a Microsoft Windows Laptop device, using a Gmail account with a Google Chrome browser, and the Microsoft Authenticator App. Some parts

may look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

Preparation Downloading Microsoft Authenticator app

In order to access documents or information at Commerzbank, we need to be able Download the latest version of the Microsoft Authenticator app for your
to verify your access securely. As part of the setup process, you will need to use operating system by scanning the QR code or by searching for “Microsoft
an authenticator app on a smart device. If you do not already have one installed, Authenticator” in the Play Store or App Store.

you will need to download it from your app store.

Commerzbank recommends the Microsoft Authenticator app, as it offers features
such as push notifications. However, you can also use other existing apps like
Google Authenticator.

Please ensure that you have an authenticator app installed before starting

the setup process. This will make the process easier.

Google Play

Microsoft

a Authenticator

i - ]
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Detailed Setup process (PC/Laptop)

The process and screenshots in this guide were taken on a Microsoft Windows Laptop device, using a Gmail account with a Google Chrome browser, and the Microsoft Authenticator App. Some parts
may look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

Invitation Mailing

Check your email inbox for a message with the subject: “Commerzbank invites you to share information within their organization”.

Click “1 “Accept invitation” at the bottom of the mail to start the setup. A window will open and will ask you to get a code to sign in, Follow Steps 2-4.

Commerzbank |adt Sie ein, Informationen innerhalb ihrer Organisation zu teilen / Commerzbank invitesyou & B
to share information within their organization mbe: <

@ serviceline@eommerzbank.com © e English Version **

Dear Max Mustermann,

Muster, Erika from C would like with you,
To ensure the documents can be exchanged in a protected way, you first need to Set up an authentication method once.
How long does this take and what do you need?
The setup usually takes 5 - 10 minutes.
Youwill need:
1. Asmartphone
2. Access to your email inbox

3. The Microsoft Authenticator app (available free of charge in your smartphone’s app store) of another authenticator app of your choice.

Please proceed as follows:

Click ‘Accept invitation’ in this email.

1
2. Ifyou are using Gmail o another free mail provider, a one-time code will be Sent to you by email to verify your account. The sender of this emailis G (via Microsoft) . ion.microsoft.com
3. Canfirm that our may use your basic i ion (&g, your email adress) for verification.

4. Setup an additional security check, the so-called multi-factor authentification (MFA)

o We recommend using the Microsoft Authenticator app. However, you can also use any other authenticator app, such as Google Authenticator
At the end of the process, you will be redirected to the homepage of commerzbank.de. You can simply close this page.

You can find a detailed step-by-step guide here.
What happens next?
Muster, Erika can now exchange files securely with you. You will receive a separate email with a link through which you £an access the files that have been shared with you.
Important security notice
+  Theinvitation s sent from the Gommerzbank environment
+ Inthis process, you will never be asked for
= yourPIN,
= your full online banking login details, or
= TANs for transfer
+ Ifanything seems unusual or suspicious t@ you, please stop the process and contact your known Cemmerzbank contact person.
To accept the invitation, please click here:
Accept invitation

Thankyou

Kind regards
Commerzbank AG
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Detailed Setup process (PC/Laptop)

The process and screenshots in this guide were taken on a Microsoft Windows Laptop device, using a Gmail account with a Google Chrome browser, and the Microsoft Authenticator App. Some parts
may look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

02
Sign in

After clicking “Accept invitation” in step 1, a
window appears with the message “Sign in.”

Click “Send code” 2 to receive a code by email
and sign in.

For Microsoft-based accounts (e.g., outlook.com
or some Organisational email addresses) this step
is not required.

B% Microsoft

COMMERZBANK ¢

max.mustermann@gmail.com
Sign in
We'll send a code to max.mustermann@gmail.com to
sign you in.
2
Use a certificate or smart card

Send code

20/05/2026

Get a code to sign in

Look for the email with the code sent by Microsoft
with the subject: “Your Commerzbank account

verification code”

In the middle of the email, you will find a
“Account verification code”. ' 3

Copy or note this code and then return to the
“Enter code” box in Step 4.

Your Commerzbank account verification code inbo: <

Commerzbank (via Microsoft) <account- security-noreply@accountpratection microsoft.com
tame =

Commerzbank

Account verification code

To access Commerzbank's apps and resources, please use the code below for account verification. The code will anly work for 30 minutes.

3 Account verification code:

90703757

If you didn't request a code, you can ignore this email

Micrasoft Corporation, One Microsaft Way, Redmond, WA 98052

Commerzbank AG, GS-TF Digital Workplace & Cluster Cyber Defense & Base Services

Enter the single-use code from
the email "4

Now enter the code from step 3." 2

After doing this, you will automatically be
redirected to a new page, which you can see in
step 5.

B® Microsoft

COMMERZBANK ¢
4 max.mustermann@gmail.com
Enter code
4 We just sent a code to max.mustermann@gmail.com

90703757

Use a certificate or smart card

Sign in




Detailed Setup process (PC/Laptop)

The process and screenshots in this guide were taken on a Microsoft Windows Laptop device, using a Gmail account with a Google Chrome browser, and the Microsoft Authenticator App. Some parts
may look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

Permissions requested by Commerzbank Let’s keep your account secure

Click “Accept” 3 on this page. This step is important for multifactor authentication, so you have to click

This is required so that Commerzbank can correctly authorise you to use its “Next” (6) to start the process.

file-sharing services. Your data will not be used for any other purpose than After clicking “Next”, proceed to step 7.
system authorisation.

0
@ Microsoft =. Microsoft

COMMERZBANK ¢

’

COMMERZBANK ¢

max.mustermann@gmail.com y

Permissions requested by: max.mustermann@gmail.com

Commerzbank .
commerzbank.onmicrosoft.com Let S keep yOUI‘ account secure
By accepting, you allow this organisation to:

We'll help you set up another way to verify it's you.
v/ Receive your profile data

\/ Collect and log your activit .
oY v Use a different account
~/ Use your profile data and activity data 6

Learn more about verifying your identity

You should only accept if you trust Commerzbank. Read
Cos nk's privacy statement. You can update these
at https//myaccount.microsoft.comyorganizations. Next

e 5
This resource is not shared by Mici asort.
fecent
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Detailed Setup process (PC/Laptop) ‘

The process and screenshots in this guide were taken on a Microsoft Windows Laptop device, using a Gmail account with a Google Chrome browser, and the Microsoft Authenticator App. Some parts
may look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

Setting up multifactor authentication (You need your Smartphone now)

After you click “Next” in step 6, a new window will open asking you to Install Microsoft Authenticator ' 7 . You should already have this, or another Authenticator
App installed, so you can click ‘Next’ 8 . And proceed with “Set up your account in app” on Step 8.

If you have not installed one yet, click “Get on Google Play” or “Download on the App Store.”

If you need to use a different Authenticator App (e.g., Google Authenticator’), then you can click on ‘Set up a different authentication app’.

7

COMMERZBANK ¢

J
max.mustermann_gmail.com#EXT#@Commerzbank.o

Install Microsoft Authenticator

-

Install the app on your mobile device, then come
back here to continue.

ownload on the

GETITON 2 Do
» Google Play « App Store

Set up a different authentication app

8
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Detailed Setup process (PC/Laptop) ‘

The process and screenshots in this guide were taken on a Microsoft Windows Laptop device, using a Gmail account with a Google Chrome browser, and the Microsoft Authenticator App. Some parts
may look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

“Set up your account in app” Get ready to ‘Scan the QR Code’ Open your Authenticator
Click “Next” 9@ on the “Set up your account in Now you need to connect the authenticator app to After downloading the app, open the Authenticator
app” page. the Commerzbank environment. To do this, you app on your smartphone.
must set up your authenticator app and scan the
QR code. (10

Before clicking “Next”, ‘11 follow steps 10 — 12
how to set up the authenticator app.

~
G

Microsoft
Authenticator

COMMERZBANK ¢
< max.mustermann_gmail.com#EXT#@Com

Scan the QR code

Set up your account in a
i PP 10 B i | -

COMMERZBANK ¢

< max.mustermann_gmail.com#EXT#@Commerzb

®

What's New >

We're always working on new features, bug fixes,
and perf
stay updated with the late:

Preview
Use the Microsoft Authenticator app to scan the QR

code. This connects the app to your account. Greater security
across your accounts
If prompted, allow notifications™ »n add an Then come back and select Next a
account, and select Work ors. 09 Can'tscan the QR code? ({4 m
” a <y
lext Next . !
8 ¥ s & q
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Detailed Setup process (PC/Laptop)

The process and screenshots in this guide were taken on a Microsoft Windows Laptop device, using a Gmail account with a Google Chrome browser, and the Microsoft Authenticator App. Some parts
may look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

Open the Microsoft Authenticator app

After opening the app click “Add account”. 12
This screen only appears when you set up your first account.

If you have already added accounts in the Authenticator app, click “+”. 13

Authenticator

16:38

= Authenticator

%:‘3

Mdchten Sie Ihr erstes
Konto hinzufiigen?

Choose an account type

Click “Work or school account”. 14

You will now be able to scan QR codes, 13

scan the QR-Code from step 09 and follow the guide.

NOTE: If you are not using the Microsoft Authenticator app, some of the next
steps will look different, and you will still need to enter a One-Time Password
code.

15:44 4
wappstore

= Authenticator Scan QR code

20/05/2026 Commerzbank AG, GS-TF Digital Workplace & Cluster Cyber Defense & Base Services
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Detailed Setup process (PC/Laptop)

The process and screenshots in this guide were taken on a Microsoft Windows Laptop device, using a Gmail account with a Google Chrome browser, and the Microsoft Authenticator App. Some parts
may look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

Let’s try it out

Are you trying to sign in?

After you have scanned the QR code from step 9 with the authenticator app, You should receive a notification on your smartphone from the
the app is connected and a page with the wording “Let’s try it out” will authenticator app that someone is trying to sign in. Tap this notification and

appear, displaying a number.

Save or remember this number for step 14.

16

COMMERZBANK ¢

€ max.mustermann_gmail.com#EXT#@Com

Let's try it out

16
11

Enter the number shown in the app to approve the
sign-in request

20/05/2026

enter the number from step 13. 16

Then click “Yes” (17 to approve the sign-in. After this, proceed with step 15.

15194 P - 18139 W TE

= Authenticator Q = Google Authenticator [c]

m Search

Microsoft: max.mustermann_gm
@ Areym:u:y‘inghloﬂsign in? 283 006 «
17 T otonoomn
i W
No, it e Ye
Al

A o lo fw

Microsoft Authenticator App example Google Authenticator App example

Commerzbank AG, GS-TF Digital Workplace & Cluster Cyber Defense & Base Services
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Detailed Setup process (PC/Laptop) ‘

The process and screenshots in this guide were taken on a Microsoft Windows Laptop device, using a Gmail account with a Google Chrome browser, and the Microsoft Authenticator App. Some parts
may look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

15 @

Authenticator added Commerzbank home page Wait for your Commerzbank

You have successfully added the authenticator to After clicking “Done” in step 15, you will be taken counterpart to share information

your account. Click “Done” to be directed to the to the Commerzbank home page. with you.

Commerzbank site and proceed with step 16. Now you only have one more thing to do. After this, the Commerzbank employee can share

files or folders with you, either as read-only or with
read-write access if they need you to upload
information. You will receive a link from them
directly.

COMMERZBANK ¢

y
max.mustermann_gmail.com#EXT#@Commerzban

@ Authenticator Added

1

!
This is where success stories
sign-ins, get one-time codes, and more. begin-

This is now your default sign-in method WIth the bank at your side.

You can now use Microsoft Authenticator to approve

20/05/2026 Commerzbank AG, GS-TF Digital Workplace & Cluster Cyber Defense & Base Services
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Detailed Setup process for
Smartphone / Mobile device

Chapter 2
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Detailed Setup process (Smart/Mobile Device)

The process and screenshots in this guide were taken on an iPhone Smart Device, using a Gmail account with a Google Chrome mobile browser, and the Microsoft Authenticator App. Some parts may

look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

Preparation Downloading Microsoft Authenticator app

In order to access documents or information at Commerzbank, we need to be able Download the latest version of the Microsoft Authenticator app for your
to verify your access securely. As part of the setup process, you will need to use operating system by scanning the QR code or by searching for “Microsoft
an authenticator app on a smart device. If you do not already have one installed, Authenticator” in the Play Store or App Store.

you will need to download it from your app store.

Commerzbank recommends the Microsoft Authenticator app, as it offers features
such as push notifications. However, you can also use other existing apps like
Google Authenticator.

Please ensure that you have an authenticator app installed before starting

the setup process. This will make the process easier.

Google Play

Microsoft

a Authenticator

i - ]

,,,,,
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App Store
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Detailed Setup process (Smart/Mobile Device)

The process and screenshots in this guide were taken on an iPhone Smart Device, using a Gmail account with a Google Chrome mobile browser, and the Microsoft Authenticator App. Some parts may

look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

Invitation Mailing

Check your email inbox for a message with the subject: “Commerzbank invites you to share information within their organization.”

Click “1 “Accept invitation” at the bottom of the mail to start the setup. A window will open and will ask you to get a code to sign in, Follow Steps 2-4.

<« 4 608 0 &

Commerzbank ladt Sie ein,
Informationen innerhalb

ihrer Organisation zu teilen /
Commerzbank invites you to
share information within their
organization 3 [ Posteingang

’\ servi... € Vor 4 Tagen
- an mich v

*** English Version see below ***

20/05/2026

*** English Version ***

|Dear Max Mustermann,

Muster, Erika  from Commerzbank would like to
exchange documents securely with you.

To ensure the documents can be exchanged in a
protected way, you first need to set up an
authentication method once.

How long does this take and what do you need?
The setup usually takes 5 - 10 minutes.
You will need:

1. A smartphone

2. Access to your email inbox

3. The Microsoft Authenticator app (available
free of charge in your smartphone's app store)
or another authenticator app of your choice.

Please proceed as follows:

1. Click 'Accept invitation' in this email.

2. If you are using Gmail or another free mail
provider, a one-time code will be sent to you by
email to verify your account. The sender of this
email is Commerzbank (via Microsoft)

accountprotection.micrc .com
. Confirm that our Commerzbank/Microsoft
environment may use your basic information
(e.g. your email adress) for verification.
. Set up an additional security check, the so-
called multi-factor authentification (MFA)
We recommend using the Microsoft
Authenticator app. However, you can
also use any other authenticator app,
such as Google Authenticator
. At the end of the process, you will be redirected
to the homepage of commerzbank.de. You can
simply close this page.

You can find a detailed step-by-step guide here.
What happens next?

Muster, Erika  can now exchange files securely with
you. You will receive a separate email with a link
through which you can access the files that have been
shared with you.

Important security notice

« The invitation is sent from the Commerzbank
environment
« In this process, you will never be asked for
your PIN,
your full online banking login details, or
TANSs for transfer
= If anything seems unusual or suspicious to
you, please stop the process and contact your

Commerzbank AG, GS-TF Digital Workplace & Cluster Cyber Defense & Base Services

Sy CIvTe W Y.

You can find a detailed step-by-step guide here.
What happens next?

Muster, Erika can now exchange files securely with
you. You will receive a separate email with a link
through which you can access the files that have been
shared with you.

Important security notice

« The invitation is sent from the Commerzbank
environment
« In this process, you will never be asked for
your PIN,
your full online banking login details, or
TANSs for transfer
« If anything seems unusual or suspicious to
you, please stop the process and contact your
known Commerzbank contact person.

To accept the invitation, please click here:

Accept invitation

Thank you.

Kind regards
Commerzbank AG
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Detailed Setup process (Smart/Mobile Device)

The process and screenshots in this guide were taken on an iPhone Smart Device, using a Gmail account with a Google Chrome mobile browser, and the Microsoft Authenticator App. Some parts may
look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

Sign in
After clicking “Accept invitation” in step 1, a page
appears with the message “Sign in.”

Click “Send code” 2 to receive a code by email
and sign in.

For Microsoft-based accounts (e.g., outlook.com
or some Organisational email addresses) this step
is not required.

16:26 4 Y-

wwwww

commEerzeank ¥

COMMERZBANK

max.mustermann@gmail.com

Sign in

code to
rmann@gmail.com to sign

2 Send code

20/05/2026

Get a code to sign in

Look for the email with the code sent by Microsoft
with the subject: “Your Commerzbank account
verification code”

In the middle of the email, you will find a
“Account verification code”. ' 3

Copy or note this code and then return to the
“Enter code” box in Step 4.

16:274 o
< v
[

Commerzbank (via Microsoft)

To: max.mustermann@gmail.com
Your Commerzbank account
verification code
Commerzbank

verification code

ccess Commerzbank's apps and resources,
the code below for account
n. The cade will only work for 30

Account verification code:
97657200

If you didn't request a code, you can ignore this
email

Privacy Statement

Microsoft Corporation, One Microsoft Way,
Redmond, WA 98052

5§ B8 &« g

Commerzbank AG, GS-TF Digital Workplace & Cluster Cyber Defense & Base Services

Enter the single-use code from
the email *

Now enter the code from step 3." 2

After doing this, you will automatically be
redirected to a new page, which you can see in
step 5.

16:27 9 T
CIVIIVIE L DAY

& max.mustermann@gmail.com
Enter code

4 ) Veivstsenta codeto
‘max.mustermann@gmail.com

97657200

signin

v
1 2 3
4 5 6
7 8 9
+*# 0 &
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Detailed Setup process (Smart/Mobile Device) C

The process and screenshots in this guide were taken on an iPhone Smart Device, using a Gmail account with a Google Chrome mobile browser, and the Microsoft Authenticator App. Some parts may
look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

[ 05 [ 06
Let’s keep your account secure Setting up multifactor authentication (You need your Smartphone

. . . now)
This step is important for multifactor

authentication, so you have to click “Next” "6 to

A new window will open asking you to Install Microsoft Authenticator ”". You should already have this,
start the process.

or another Authenticator App installed, so you can click ‘Next’. '8 And proceed with “Now pair

After clicking “Next”, proceed to step 7. Authenticator with your account” 9 by clicking “Pair your account to the app by clicking this link”. ' 10

If you have not installed one yet, click “Get on Google Play” or “Download on the App Store.”

If you need to use a different Authenticator App (e.g., Google Authenticator’), then you can click on ‘Set up a
different authentication app’.

16:27 0 P - i 16:27 8 R < 16:28 Y
commerzeank 3
COMMERZBANK COMMERZBANK
COMMERZBANK max.mustermann_gmail.com#EXT#@Commerz & max.mustermann_gmail.com#EXT#@Com
Install Microsoft Authenticator Now pair Authenticator with
max.mustermann @gmail.com
your account
Let's keep your account
secure
we'll help you et up another way o verlty it's
you.
Use a ditferent accr 6
. then 10
e
Next ‘
. - 8
<2 insmi e £ 2m <

20/05/2026 Commerzbank AG, GS-TF Digital Workplace & Cluster Cyber Defense & Base Services 18



Detailed Setup process (Smart/Mobile Device) A

The process and screenshots in this guide were taken on an iPhone Smart Device, using a Gmail account with a Google Chrome mobile browser, and the Microsoft Authenticator App. Some parts may
look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

Account added successfully

After you have clicked “Pair your account to the
app by clicking this link,” you will automatically
be directed to the “Account added
successfully” page. Click ‘11 “OK” and switch
back to the process.

16:29
asatan

= Authenticator

(&
486 177
3
1 1 Account added successfmly
oK
&
3
.com
m
(] =]

20/05/2026

12

Let’s try it out

After you have clicked “OK” in step 7, the
authenticator app is connected and a page with
the wording “Let’s try it out” will appear,
displaying a number.

Save or remember this number for step 09.

16:29 o F
@ approve sign-in?

COMMERZBANK ¢ |

© max.mustermann_gmail.com#EXT#@Co

Let's try it out

Commerzbank AG, GS-TF Digital Workplace & Cluster Cyber Defense & Base Services

Are you trying to sign in?

You should receive a notification on your
smartphone from the authenticator app that
someone is trying to sign in. Tap this notification
and enter the number from step 08.12

Then click “Yes” 13 to approve the sign-in. After
this, proceed with step 10.

16:30

= Authenticator

2]

E| 4 -
o, e notmell A Yes
e - 13
&
1 2 2
b B S
7 8 9
0 a

19



Detailed Setup process (Smart/Mobile Device) \

The process and screenshots in this guide were taken on an iPhone Smart Device, using a Gmail account with a Google Chrome mobile browser, and the Microsoft Authenticator App. Some parts may
look a little bit different, depending on your device, browser, email provider or Authenticator App. Once you are setup, additional logins have less steps.

Authenticator added Commerzbank home page
You have successfully added the authenticator to After clicking “Done” in step 10, you will be taken
your account. Click “Done” to be directed to the to the Commerzbank home page.

Commerzbank site and proceed with step 11.

16:30 ¥ al FE

COMMERZBANK ¢
max.mustermann. gmail.com#EXT#@Commerz
@ Authenticator Added
o
You can now use Microsoft Authenticator to
approve sign-ins, get one-time codes, and more.
This is now your default sign-in method
This is where success
stories begin.
< © commerzbank.de
< 9 nins.microsoftcom
20/05/2026 Commerzbank AG, GS-TF Digital Workplace & Cluster Cyber Defense & Base Services

Now you only have one more thing to do.

Wait for your Commerzbank
counterpart to share information
with you.

After this, the Commerzbank employee can share
files or folders with you, either as read-only or with
read-write access if they need you to upload
information. You will receive a link from them
directly

20
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